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PART 1 – BACKGROUND INFORMATION
1 Introduction
The BBC will normally host its own information. No application for 3rd party hosting will be considered without ism@bbc.co.uk agreeing that the BBC does not have the required software or facilities to complete the required service.

Any data being held on behalf of the BBC is subject to the Data Protection Act 1998. The BBC’s registration number is Z517352X and it can be viewed on the Information Commission’s web site at http://www.informationcommissioner.gov.uk/  There are three options under the Data Protection Act: 

1. The BBC is the data controller, and therefore is responsible for the security of the data. The third party is a processor. 

2. The third party is the controller, and the BBC restricts use of  the data under the contract. If this is the case, this must be stated on the site collecting the data. 

3. The BBC and the third party are joint data controllers. This must be stated on the site, and the BBC and the third party have to set out their relative responsibilities and the use to which the data can be put in the contract.

The BBC is aiming to become consistent with ISO 17799. In order to ensure compliance, we will require all companies holding or processing data on behalf of the BBC to comply with those elements of ISO 17799 which are relevant to the contractual position. ISO 17799 is available as ISBN 0 580 28271 1, and is available from the British Standards Institute on 020 8995 7799.

You’ve been asked to fill in this form because you are involved in planning a new information-handling facility or are intending to make changes to one that already exists.  Where technical expertise is required, we expect relevant technicians are consulted to provide inclusive answers 
Where the system is not affected by sections in this form, you are at liberty to mark these N/A, but please detail why you believe sections are not required.

First, we need to obtain some information about you and the project you are working on:
	1
	Please enter your name, contact details and your role with this project or system
	

	2
	Please detail the name of the BBC contact and their details.
	

	3
	If the system, solution, project or development has a name, please indicate it here:

We sometimes encounter systems that have previously been known as something else, if this is the case, please let us know any previous names:
	

	4
	If your submission is part of a larger system or project, please give the name of the “parent” system or project. If you have already submitted one of these forms for the parent system, please indicate this here, and only answer the rest of the questionnaire if there is a difference between this child system and its parent.
	

	5
	Please give an indication of how urgent the Information Security approval is – and indicate any critical decision dates:
	

	6
	If the system were to become non-operational as a result of a security event that affected it (or dependent systems), would this impact broadcast output or the ability of the BBC to perform its normal business functions? Please explain how:
Similarly, if information were to become stolen from the system, or modified/deleted as a result of a security event, would this impact broadcast output or the ability of the BBC to perform its normal business functions? Please explain how:
	


1.1 The process that you are now involved in

The normal questionnaire process is:

· You will be aware (or have been made aware) that your hosting of BBC information needs formal Information Security sign-off, and you have contacted us

· Next, Information Security send you the form and the supporting document (or send you the gateway link)
· You fill in the form, obtaining (if necessary) advice from the Technical Design Authorities and any suppliers and then return it to “Information Security-Manager”  (ism@bbc.co.uk)
· Information Security and Policy and Compliance then review the form and either approve the contract, ask further questions, or reject the changes. Sometimes we will call a meeting to clarify details that can’t be resolved in the questionnaire
 PART 2 – THE QUESTIONNAIRE
2 High-level details 
	1
	Please give a very brief description of what the system is for and how it will work

	

	2
	Please can you supply us with a high-level system diagram and a diagram showing what equipment will be used, where it is located and how it is inter-connected?
	

	3
	What information will be stored on the system? 
Does the system accept data from another system and if so, what? 

Does the system send data to another system and if so, what?
Please can you supply us with a reasonably detailed diagram of the information flows within the system and between it and other systems?
Once the information is no longer needed, how will it be disposed of?
	

	4
	What are the principle methods of transporting information? 
Examples include (but are not limited to): HTTP “get”; FTP; remotely mounting a file-system (e.g. Windows fileservers, Unix NFS); email.
	

	5
	Will there be a need to encrypt any of the information exchanges? 
Please give details:
	

	6
	Is your requirement likely to need a name registered on the Internet?
	

	7
	Has any funding been set aside to pay for the costs of securing the system? 
	

	8
	How is change-control going to be managed during the project’s lifecycle?
	

	9
	If you are decommissioning, replacing or refreshing an existing system, how are you planning to destroy any relevant data and any cryptographic keys?
	

	10
	Most systems need to be operated, supported, maintained and repaired. What plans are in place to perform these functions? 
Which group(s) or suppliers will be responsible?
	

	11
	Is it proposed that you have a direct contract with the BBC, or are you providing a service to a company proposing to have a contract with the BBC?
	

	12
	Where are the servers which will hold the BBC data?

· all in the UK

· some in the UK (where are the rest?)

· none in the UK (where are they?)
	

	13
	What warnings will be placed on the page from which your data is being collected to warn the user that their data is being passed to a 3rd party for processing?
	

	14
	Who within the BBC will approve: 

· the privacy policy on the pages? 
the warnings over whose data it is and the usage the data will be put to 

· whether the page be BBC branded or accessible from bbc.co.uk? 
	

	15
	Are you ISO 17799 compliant? If not, are you aiming to become ISO 17799 compliant, and when by?
	

	16
	What is the contract period?
	


3 Information Security Policy
	1
	Can we be given a copy of your information security policy?
	

	2
	If the body holding the data is a subcontractor to the body which has the contract with the BBC, can we please also have the Information Security Policy of the contracted party?
	

	3
	Who are the owner(s)? (names and positions please)
	

	4
	Which members of the Board have approved the Information Security Policy?
	

	5
	When was the last time it was amended?
	

	6
	How often does the internal group responsible for revisions to the policy meet, and when did it last meet?
	

	7
	When was it last communicated to all staff?
	

	8
	Who do we contact if we have queries on this?
	


4 Information Security Infrastructure & Asset Accountability
	1
	Is there a management body to ensure adequate information security?
	

	2
	Who is the chair of this body - are they sufficiently senior to be effective in the role
	

	3
	How do you control 3rd party access to your information security processing facilities?
	

	4
	Do you require security terms in 3rd party contracts which you have?
	

	5
	If you have subcontracted your hosting to a 3rd party  which is now to hold the BBCs data have you required of them the details set out in the relevant section of ISO 17799? If no, how can we be assured that our data is secure?
	

	6
	Does the 3rd party have nominated owners for the assets holding BBC data?

Which assets are involved?

· information assets - databases, data files etc

· software assets - application software, utilities, software firewall, virus protection

· physical assets - computers, routers, proxy firewall, air conditioning, UPS, cabling etc

services - computing and communications, utilities etc
	


5 Personnel Security

	1
	Have all those with access to BBC data, whether staff, contractor or temporary, been adequately vetted on recruitment
	

	2
	Have all those with access to BBC data signed a confidentiality agreement?  If not, how can the BBC be assured that its data is secure?
	

	3
	Can you detect unauthorised access to BBC data? If you do, what will you do with the information obtained? Can you tell whether the data was viewed, altered or deleted?
	

	4
	For those with the business need to have the ability to change BBC data e.g. those with administrator rights, have additional checks on the integrity of the individual been carried out, such as credit checks?
	

	5
	Have all those with access to BBC data been adequately trained?
	

	6
	Are all incidents reported - are all those with access to BBC data made aware of when to and how to report incidents?
	

	7
	What is the organisation’s approach to those who commit security breaches?
	


6 Physical and hardware

	1
	Is there a need to install any hardware devices that act as servers on BBC premises? 
Please indicate the types and estimated number of devices:
Examples include, but are not limited to: file-servers, web-servers, email servers, media stores; application servers etc.
	

	2
	Is there a need to install any network hardware on BBC premises? 
Please indicate the types and estimated number of devices 
Examples include, but are not limited to: hubs, switches, bridges, firewalls, modems, wireless-LAN hubs, cabling etc.
	

	3
	Is there a need to install any client devices on BBC premises? 
Please indicate the types and estimated number of devices 
Examples include, but are not limited to: desktop PCs/MACs, PDAs, phones, editing stations, modems etc.
	

	4
	Are there physical entry controls to all areas holding BBC data:

· server rooms

· paper records

· microfiche

· backup facilities

· tape/disk storage
	

	5
	Are there controls to ensure that only appropriate personnel can get access to the areas holding BBC data?
	

	6
	Do all facilities comply with Health and Safety requirements?
	

	7
	If the contract with the BBC requires a high availability level (say 95% availability or above), how do you secure against:

· Power outage

· single points of failure

· unavailability of critical staff

· unsatisfactory maintenance of equipment

· failure of equipment/software


	


7 Operating systems
	1
	Please indicate what operating systems will be running on the various devices described above.
Please explain which systems will be directly accessed by users (e.g. desktop systems) and which will run in locked frame rooms (e.g. servers).
	

	4
	What process and procedures will be applied to remove unecessary services from running automatically on each of the operating systems (a process known as “hardening”)?
	

	5
	Does any of the information stored in a fileserver need to be cryptographically secured against viewing or changing? 
Does any of the information need to be “signed” to prove its origin? 
How is it intended to perform the encryption/signing? 
How will the keys be stored, transferred or destroyed?
	


8 Users and Administrators

	1
	Some systems do not support user and administrator accounts. Other solutions may not be usable when accounts and logins are enabled. Please indicate if your system fits into the category and explain how the system is able to detect who is doing what to the information that it is handling.
	

	2
	How many users will the system have? 
How many will be able to only read/view information? 
How many will be able to add or change information?
	

	3
	How many people will be administrators and have the ability to make changes to the system’s functionality (e.g. add users, delete/modify/view information they themselves did not create)? 
Of this number, how many will be involved in administering the Operating Systems/Servers? 
Of this number, how many will be involved in administering the application/service?
	

	4
	Who is responsible for ensuring that logical access rights are up to date and maintained?
	

	5
	Who agrees the policies over who should gain access to BBC data?
	

	6
	Are all systems restricted to minimum user-id and password controls, and are those passwords at least 6 characters long, and changed every 90 days or sooner? Are there any generic logons with access to BBC data?
	

	7
	Is BBC data logically and physically separated from other users’ data?
	

	8
	What prevents another user accessing BBC data?
	

	9
	Is logical access from outside the secure site to systems and machines holding BBC data equally secure to internal?
	


9 Identification, authentication and authorisation (logging in)

	1
	Some systems do not offer a means of proving who the user is. Other solutions are not able to function properly if the users and administrators have to prove their identity. If your system fits into this category, please indicate this and give some details on how the system prevents a user (or even a complete stranger) from processing information that they are not supposed to have access to.
	

	2
	Who is responsible for ensuring that logical access rights are up to date and maintained?
	

	3
	Who agrees the policies over who should gain access to BBC data?
	

	4
	Are all systems restricted to minimum user-id and password controls, and are those passwords at least 6 characters long, and changed every 90 days or sooner? Are there any generic logons with access to BBC data?
	

	5
	Is all access to the internet via the authorised gateway?
	

	6
	Is BBC data logically and physically separated from other users’ data?
	

	7
	What prevents another user accessing BBC data?
	

	8
	Is logical access from outside the secure site to systems and machines holding BBC data equally secure to internal?
	

	9
	How do the users and administrators uniquely identify themselves to the system (e.g. username, smart-card etc.)?
	

	10
	If relevant, how do other applications or systems that need to gain access to the data uniquely identify themselves?
	

	11
	How does the system hand out the necessary privileges needed for an individual to do their job? 
How does it prevent people or systems accessing material or information if they don’t have the right?
	

	12
	If relevant, how does the system hand out the necessary privileges for another application or system to gain the correct access to information? 
How does it prevent access to the wrong material?
	

	13
	What logs are kept of successful/unsuccessful usage attempts?
	

	14
	What processes will be adopted to deal with “joiners, movers and leavers”? 
	


10 Sensitive, personal, commercial information and legal considerations

There are a number of laws and directives which might have an impact on your system design. These include (but are not limited to):

· Copyright Designs and Patents Act 1988
· Computer Misuse Act 1990
· Data Protection Act 1998
· Human Rights Act 1998
· Consumer Protection (Distance Selling) Regulations 2000
· Electronic Communications Act 2000
· Regulation of Investigatory Powers Act 2000
· Freedom of Information Act 2000
· Anti Terrorism, Crime, and Security Act 2001
· Electronic Commerce Regulations 2002
· Electronic Signatures Regulations 2002

· Privacy and Electronic Communications (EC Directive) Regulations 2003
You will need to indicate if your system needs to comply with any of the above.
If the information which you are holding and processing for us does not include personal information, then normally it will be low risk, if it includes personal data then it is medium risk. If it includes sensitive personal data it is high risk
	1
	Will the system need to store information about living individuals?
	

	2
	Will the system need to store sensitive information (e.g. religious persuasion, medical details etc.) about living individuals?
	

	3
	Will the system be used to store financial details? 
Will it need to store credit card details?
	

	4
	Does the system need to be registered under the terms of the Data Protection Act?
	

	5
	Will the system have information that is held for legal compliance reasons?
Please state which legislation applies (see the list above).
	

	6
	Will the system have a site or portal enabling external users to contact the BBC?
	

	7
	What information will an external user need to provide and what is the purpose of their interaction with the system?
	

	8
	Would a confidentiality, integrity or availability failure in the system negatively impact the BBC’s brand in any manner? Please explain why.
	

	9
	How long will you continue to hold the data after the end of the contract?
	

	10
	Have you committed  to:

· use the data only for the purposes that the BBC specify

· use the data only for marketing purposes

· use the data for your own purposes (please explain)

If either of the latter, please explain how the person supplying the data will know that their data may be used for these purposes.
	

	11
	What will be the mechanism for the data to get to the servers? 

· Who will be providing the data, 

if  the transfer is over the internet, is it proposed that the data be protected in some way?
	


11 Operations and support
	1
	Are all areas where BBC data flows through and is stored, covered by up to date operational procedures?
	

	2
	What anti-virus software do you use to protect BBC data whilst it is in transit, and when on servers?
	

	3
	Could malicious programmes affect BBC data? If yes, how can we be assured that all incidents will be reported to us, and the data corrected?
	

	4
	Are backup plans sufficiently rehearsed to ensure that availability targets in the contract will be reached? What mechanisms are in place for measuring availability?
	

	5
	Is the data of medium or high risk, and have encryption techniques been considered for the protection of the data against alteration?
	

	6
	What type of firewall is used to protect BBC data, and how are incidents detected and dealt with?
	


12 Disaster Recovery and backups

	1
	Does the system need to keep functioning even if local services (such as human access to the site and mains/chilling) are restricted due to an unforeseen event?
	

	2
	If the system is affected by an external event, how long can it be unavailable before major problems ensue?
	

	3
	Does the system need to remain available and functioning in the event of a) a local disaster; b) a BBC-wide disaster, c) a geographically regional disaster or d) a national or global disaster? 
If relevant, how will this protection be obtained?
	

	4
	What method will be put in place to secure archive historic material and data?
	

	5
	What methods will be put in place to securely back-up the system (and securely store the back-ups)?
	

	6
	How will the system be restored (either from backup or a rebuild from scratch) to a known state (preferably in line with the last active change request + last viable data set update)?
	

	7
	How will relevant software be securely stored so that it can be used to rebuild the system following a disaster?
	

	8
	How frequently will disaster recovery and restoration trials be attempted?
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